Al4Circular Session 5 — 15 April 2026

Risks & Limitations
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usekeeping rules

This session will be recorded. Your participation automatically means that you

grant recording permission. The recording will be made available after the
session.

E% Please mute yourself whilst not speaking.

Use the chat for questions you might have during the presentations or raise your
w virtual hand



k & Limitations

Key message: "Al is powerful, but not magic — know the risks so you can use it responsibly."

Today's pattern: "Heads up!" (understand) = "In your hands" (what YOU can do about it)

Limitations . o : :
‘. Hallucinations, Limited Logik and Capacity
What Al can't do (yet)

Risks . ) .
Data Privacy, Bias, Energy, Prompt Injections
What can go wrong

Rules :
GDPR, Copyright, EU Al Act

What's already regulated

C Risk Checklist )
v Your practical take-away

5 questions before you go live



LIMITATIONS

Is Al always correct & logical?

)

i

I need a picture with
two hands.

Wrong anatomy. One
hand has 6 fingers.

Hallucinations

User

Please, solve this situation: A farmer
wants to cross a river with his sheep,
wolf and cabbage. The farmer can only take
one of the “items”. The sheep can not be

alone with the wolf or the cabbage. ggﬁ
ChatGPT
Correct solution provided. Q
User
Add that the sheep should never be alone. g%ﬁ

ChatGPT

Wrong solution provided even
though not solvable.

Al provides a "solution” for an
unsolvable problem — without flagging it.
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User

Is 3821 a prime number?* @%ﬁ
ChatGPT
No it’s not. It is divisible
by 13. (3821 / 13 = 294) ..
User
13%294=

ChatGPT

13 x 294 = 3822, not 3821. Let
me double-check ..

ﬂ *3821is a prime number!

No check if answer was correct.

In your hands: Give Al the right context for better results & always verify Al output — especially numbers, sources, and facts. Never blindly copy.




LIMITATIONS

In your hands

&

Always verify

Check facts, especially numbers and sources. Never
blindly copy Al output.

Give context

If you provide the right context, the better the output. Be
specific about your CE use case.

Use the right model

Reasoning models for complex tasks, fast models for
simple ones. Match tool to task. Use multiple research
runs or a model council (different models) and actively
look for contradictions.




RISKS

What happens with your data?

Level 1
Free Al Tools
(ChatGPT Free, Perplexity Free,
Gemini Free)
Most trust required

Level 2

Paid & Business Tiers
(ChatGPT Enterprise, Claude for Work)

More control

Level 3

Self-hosted / Private
(Ollama, LM Studio, etc.)

Most control

In your hands: Know WHO you trust, WHAT data you share — and make a conscious decision, not a default one.

Al-Input
(Prompts, Documents,
Pictures)

Ll
Ll
Ll

Al-Tool
(inkl. Al Model)

=

EEEI‘

)

=

J

Al-Output
(Response, Pictures,
Code)

Ll

[1 [
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"Every time you use an Al tool, you're
trusting someone with your data.

The question isn't IF you trust - it's
WHO."

Data stored on the providers (e. g. OpenAl)
servers worldwide.

May be used for training.

You trust the provider fully with your data.

No training by default.
Data can be stored in you region e. g. EU.
Admin controls for retention.

Data stays on your infrastructure.
Self-hosted usually means Azure/AWS -
trust shifts to cloud provider.

For private you need GPU hardware and can
use only Open-source models.
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RISKS
Data Privacy

o Quick Win

Turn off 'l the model f w
ChatGPT Free/Plus Yes (opt-out) ittt .

everyone Disable "Model Improvement"

in ChatGPT right now:
Claude Free Disable 'Help improve Claude' Settings
Perplexity Free Settings - disable Al data retention Data Controls
Model improvement

Gemini Free Turn off 'Gemini Apps Activity'

Improve the model for everyone

Enterprise tiers (ChatGPT Enterprise, Claude for Work, etc.)

. Tak ly 1 .
do NOT train on your data by default. akes only 10 seconds

And most tools have the option!!

In your hands: Know your tool and opt-out at least for training and model improvement.
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RISKS
Is Al secure?

QCYBERSECURlTYD|VE Deep Dive Library Events Press Releases Topics v User
. . . . How can I learn more about GenAI? .
Critical flaw in Microsoft Copilot C@ Indirect prompt
could have allowed zero-click attack enerative AT s 4 vapialy injection

growing field wij exciting

applications ..

Researchers said the vulnerability, dubbed “EchoLeak,” could allow a hacker to access

Provided link

data without any specific user interaction.

Published June 11, 2025 .. Here is a plore contained links
Generative AI courses on edX: to malware.
; edX Genrative AI Courses.
‘ %&d"m'i A Share @ License R Add us on Google
% eporter

Remember Al Agents (Module 3)?

You connect your local data to the Agent via folder access. And
you connect to your email, files, databases via MCP. More
connections = larger attack surface.

"Every connection is a door - make sure to only open doors you
really need, and you know who has the key.”

In your hands: Check links before clicking. Principle of least privilege: only connect folder and tools you need.

https://www.cybersecuritydive.com/news/flaw-microsoft-copilot-zero-click-attack/ 750456/ 9
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RISKS
Does Al discriminate?

Self
driving
A person A person CarcannotﬂopﬁNho car
should the car hit? The
who is leading who is cleaning child or the old person?

a big company. the kitchen.

Data and algorithms are not neutral!

Al is a mirror of our society, and it

. . ) S E t take thi
doesn't just reflect bias, it amplifies it! ven persons sannot taxe fis

moral decision properly.

In your hands: Diverse teams, prompt with care (e. g. without male gaze) question Al output, bring YOUR perspective. Observe, discuss, criticize,
participate and guide.




RISKS
Is Al sustainable?

A single GPT query requires times
more energy than a Google query.

”~ "o
«7 BaidbEE
If all search queries are replaced by ChatGPT style Iy oo
queries, emissions would increase by times. >
YAHOO!  Yandex
&

Therefore: Consider which tasks are
appropriate for Google and which for
ChatGPT.
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User

Is 3821 a prime number?*

5

ChatGPT

No it’s not. It is divisible
by 13. (3821 / 13 = 294) ..

Generating one Al image emits around [ times
more CO, than producing a normal text response.

Therefore: Avoid generating too many
images when a stock image will do. And
build up your company’s image library so
you can reuse generated images.

In your hands: Google for fact lookups, Al for creative/analytical tasks. Consider: is Al the right tool for THIS task?/ Do | really need that picture?




RISKS

In your hands

‘—’ Recognize sensitive data

Know WHO you trust, WHAT data you share — and make a conscious decision, not a default one.

Mindful approach to discrimination

' Security measures
Check links before clicking. Principle of least privilege: only connect folder and tools you need.
! Prompt with care (e. g. without male gaze) question Al output, bring YOUR perspective.

9 Use the right tool for the right task

Google for fact lookups, Al for creative/analytical tasks. Consider: is Al the right tool for THIS
task?/ Do | really need that picture?

12
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RULES

GDPR, Copyright and Al?

Copyright & Al GDPR & Al

. Training Data: Al models were trained on copyrighted . Data Protection: Al must comply with GDPR when
material processing personal data of EU citizens

. Ownership: Al-generated content may not have clear . Legal Basis: You need consent or legitimate interest to
copyright. Some jurisdictions require human authorship process personal data via Al

@ Licensing: Commercial use of Al output may need proper @ Transparency: Users must be informed how their data is
rights or attribution used by Al systems

Infringement: Al outputs resembling copyrighted content Right to be Forgotten: Individuals can request Al systems
could lead to legal issues to delete their data

In your hands: Recognize sensitive data before sharing with Al. Don't publish Al output 1:1 as your own work without checking.

13
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RULES
EU Al Act— what is important for you?

A5
A4
_, Permitted with ex-ante a Kl
conformity assessment ‘ » Knowledge of how Al systems work
in general
» Understanding of the legal and
ASQ ethical framework
=  Ability to assess risks and potential
harms
A95 = Training in an application context

with specific Al systems

In your hands: If your organization is based in the EU — first you have to record and classify Al applications in your company and second you have to train

your employees and set guidelines.

14
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RULES
EU Al Act — what is important for you?

- Social scoring; emotion recognition Unacceptable
 Use of manipulative subliminal techniques Risk
« Exploitation of vulnerable groups —Prohibited L
* Real-time biometric identification in public
 Safety components in regulated products
- Employment, personnel management & self-employment _, Permitted with ex-ante K
* Education and training conformity assessment
- Systems that interact with people (e.g. chatbots) Permitted with =
+ Al systems that generate or manipulate image, audio or transparency obligation
video content (e.g. deepfakes)
Code of Conduct

« All other purposes Permitted without

. . > bl' t' A95

* e. g. spam filters, recommendation systems obligations

In your hands: If you put an Al product into the EU market, you must comply with the regulations.
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LIMITATIONS. RISKS. RULES.

In your hands

4 Questions you should keep in mind

What if Al is wrong?

What happens if the answer is wrong? How big is the damage?

What data am | sharing?

Is sensitive or personal data included? Who processes it?

Is Al the right tool?

Are there cheaper, more sustainable, or simpler alternatives?

Do | know the rules?
Do | process personal data (GDPR) / Do | evaluate natural persons (EU Al ACT)?

Hallucination Risk

Privacy & Trust

Energy & Cost

Legal

16



Your turn...

Which of these risks concerns you
most for your organization?

Let’s discuss.

17



Thank you!

If you have any questions, feel free
to reach out to:
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mailto:anja.miller@maibornwolff.de
mailto:anja.miller@maibornwolff.de
mailto:steffen.blume@giz.de
mailto:steffen.blume@giz.de
mailto:anika.schumann@giz.de
mailto:anika.schumann@giz.de
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